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two aspect of this session

1.  First Amendment concerns

 categories of prohibited speech and types of 
crimes

 real, virtual, and morphed CP

_______________________________

2.  forms of criminal activity involving CP and 
common problems of proof

dimensions of problem

 26% of all Internet porn involves children

 of identified victims
 59 %  aged 12-17
 28 %  aged 6-11
 13 %  pre-school

 up to $20 billion in annual profits

 14 million CP websites  - some w/ 1 million images

 20,000 images posted each week

 116,000 requests each week on Gnutella 

source: 15 Va. J. Soc. Policy 
& L 1 (2007)



categories of speech

 “Pornography” is protected 

 “Obscenity” not protected

Miller v. California, 413 U.S. 15 (1973)

 Average person, applying contemporary 
community standards, finds work as whole 
appeals to prurient interest

 Work depicts or describes in patently offensive 
way sexual conduct specifically defined by 
applicable state law

 Work, as a whole, lacks serious literary, artistic, 
political, or scientific value

private possession of obscenity

 Stanley v. Georgia, 394 U.S. 557 (1969)

Cannot criminalize – protected activity

 United States v. Reidel, 402 U.S. 351 (1971)

can criminalize distribution of obscenity

"community standards" meets the Internet

 does not change Miller standard

U.S. v. Thomas, 74 F.3d 701 (6th Cir. 1996)

 Miller must be modified

U.S. v. Kilbride, 584 F.3d 1240 (9th Cir. 2009)



community stds on Internet ?
U.S. v. Thomas, 74 F.3d 701 (6th Cir. 1996)

 CA couple posted adult pics, to Bulletin Bd

 downloaded by TN investigator using dial up modern

 charged in TN w/ obscenity

 applied TN community stds:

"NOT unconst. to subject interstate 
distributors of obscenity to varying community 
stds"

Thomas ...

 knew member was in TN  --

"If D's did not wish to subject themselves to 
liability in juris w/ less tolerant stds for 
determining obscenity, they could have 
refused to give passwords to members in 
those districts, thus precluding the risk of 
liability"

Kilbride:

 detailed examination of various opinions in SCT 
cases indicates problems with "local" std.

 concludes:  

National Community Standard needed to regulate 
obscene speech on internet



child pornography: 
distinct category of prohibited speech

N.Y. v. Ferber, 458 U.S. 747 (1982)

banned distribution /manufacture

 does not have to meet obscenity test

rationale

 safeguarding well-being of child

 permanent record of abuse

 close distribution network to combat abuse

 advertising /selling: 

economic motive is integral part of abuse

 de minimis value of CP

Osborne v. Ohio, 495 U.S. 103 (1990)

permissible to ban mere possession of CP

 permanent record of abuse

 encourages possessors to destroy images

{dry up market}

 reduces use of images for “grooming”

“Child Pornography”:  federal definition

 visual depiction (photo, film, video, digital)

 of sexually explicit conduct

1. using minor (under 18) engaging in the conduct
or 

2. digital or computer-generated image that  is, 
or is indistinguishable from, a minor

or

3. created or modified to appear that 
identifiable minor is engaging in act

18 U.S.C. § 2252A CP Prevention Act



“Sexually explicit conduct”

 Sex acts

or

 “Lascivious exhibition” of genitals or pubic area 

discussed later ....

“Child Pornography”

Three types of "kids“

 real 
 virtual
 morphed

permissible to ban possession of “real” CP
Osborne v. Ohio, 495 U.S. 103 (1990)

#1  “real” kids

is it a real child ? 
problems of proof covered in later session



“Virtual” child pornography

Ashcroft v. Free Speech Coalition, 535 U.S. 234 (2002)

 rejected “appear to be minor”

 new statute: digital /computer image that is or 

is indistinguishable from a minor

#2 “virtual” kids

Ashcroft v. Free Speech Coalition

statute "prohibits speech that records no crime 
and creates no victims by its production"

 rejects dry up market theory
 whet appetite for real CP not enough

 protect real kids from sexual abuse

 overbreadth –

 included young adults 
 included artistic works

Free Speech Coalition  on virtual CP

 Unlike real CP, virtual CP not intrinsically related to 
sexual abuse of children

 Causal link between images and actual child abuse 
contingent / indirect

 might have significant literary or artistic value

 insufficient evidence used to “groom” potential 
victims or whet appetites of pedophiles and cause 
them to engage in illegal conduct



virtual CP as obscenity

“Virtual” child sex abuse images can be 
prosecuted as obscenity

18 U.S.C. § 1466A

 Added by PROTECT Act of 2003 after Ashcroft

 If meets Miller standard or

 Is graphic and “lacks serious literary, artistic, political, 
or scientific value”

obscene cartoons featuring children

U.S. v. Handley,
564 F. Supp. 2d 996 (S.D. Iowa 2008)

 must meet obscenity std

 not mere possession  -- convicted of

 receipt of obscene images transported in
interstate commerce 

 possession of obscene images transported in
interstate commerce 

“Indistinguishable”

Ordinary person would conclude depiction is of actual
minor engaged in sexually explicit conduct

 inapplicable to
drawings, 
cartoons, 
sculptures,
paintings

affirmative defense for most crimes: 

image is adult or not “actual minor”



computer 
video
games

CURRENT TECHNOLOGY

state of technology

problems creating image of person

 correct form, proportions of body

 facial expressions

 color, texture of skin

 interaction of light with above ---

 digital imaging Experts:

current technology does not allow creation of
computer generated images indistinguishable from real 

http://www.planit3d.com/source/tutorial_files/poser7/2/p7controls1.html

http://poser8.smithmicro.com/dr/index.html



poser 8 images

morphing images

#3.  created or modified to appear that 
identifiable minor is engaging in act

morphing images

Ashcroft v. Free Speech Coalition

declined to address constitutionality of 

but noted:

morphed images "implicate the 
interests of real children and are in 
that sense closer to Ferber"



bill and hillary
george and tony blair

www.morphthing.com

paris hilton morphed with
emperor from star wars

angelina jolie and jennifer lopez

listed as best morph
on site



http://wang.zhenzhou.googlepages.com/morph.htm

leading case on morphed images

United States  v. Bach, 400 F.3d 622 (8th Cir. 2005)

 morphed images not protected

 can be prosecuted as child porn if evidence of 
identifiable child used in creation

pandering

"knowingly ... advertises, promotes, 
presents, distributes or solicits ... 

any material or purported material in a 
manner that reflects the belief, or is 
intended to cause another to believe, that 
the material or purported material is, or 
contains" CP



United States v. Williams, 128 S. Ct.  1830 (2008)

 does not violate 1st Amendment: 
overbreadth claim

 does not include criminalize substantial amount of 
protected expressive activity because CP 
categorically excluded from 1st protection

 govt can ban both fraudulent offers and offers to 
provide illegal products

Williams continued ... 

 does not violate Due Process:
impermissibly vague claim

 provides fair notice to person of average 
intelligence of what is prohibited

some problems of proof

 possession vs. viewing

 defining sexually explicit conduct

 proving real child



possession:  Where is the CP ?

 Offender’s computer

 accessed and downloaded images
 user log files
 Internet connection logs
 browser history and cache files
 email and chat logs

 Hand-held devices

 digital cameras
 PDAs
 mobile phones

Downloaded Image on 
computer

 when image downloaded to computer’s hard 
drive, user controls it’s destiny

 may zoom in or out on image, enlarge it, print it, 
etc.

__________________

clearly intentional acts – no conceptual problems 
as to "possession"

Cache Memory

Just because it isn’t downloaded…

 to speed up repeat viewing of previously visited 
website, computers automatically make copy of 
data from visited websites in form of "temporary 
Internet files" and store data in "cache" 

 automatic -- no user prompt needed

 images can be reviewed and manipulated even 
when only in cache files



typical claim

did not know images automatically 
downloaded to computer

Possession requires knowledge ....

Knowing Possession in Temporary Internet 
Cache
U.S. v. Romm, 455 F.3d 990 (9th Cir.  2006)

Def. admitted viewing CP online, viewing images in 
his temp internet files and then deleting them

held:  

“In the electronic context, a person can receive and 
possess child pornography without downloading it, 
if he or she seeks it out and exercises dominion and 
control over it”.

Possession where no evidence of 
downloading

possession  = exert control over

includes ability to

 detain images on monitor as long as he liked

 enlarge, copy, print, send to others

 delete from temporary files

U.S. v. Tucker, 150 F. Supp. 2d 1263 (D. Utah
2001), aff'd, 305 F.3d 1193 (10th Cir. 2002)



another view of possession

possession = reaching out to images

 how shown:
 search terms used to find files
 images in cache

 not necessary to show aware of storage function of 
cache

Commonwealth v. Simone,
2003 WL 22994245 (Va. Cir. Ct. 2003)

"viewing"

 Feds : 

"knowingly accesses with intent to view ...."
18 U.S. C. sec. 2252A(5)(A)

 States:  most have not followed

Note, 30 Western N. England L. Rev. 817 (2008)

 Wisconsin:  mere viewing = possession

State v. Mercer, 782 N.W.2d 125 (Wis. App. 2010)

Deletion

U.S. v. Bass, 411 F.3d 1198 (10th Cir. 2005)

found Def “knowingly” possessed CP  files 
through evidence that he used deletion 
function on computer to remove files from 
cache



more problems of proof

 Is image sexually explicit?

 Does image depict real child?

“Child Pornography”

 visual depiction (photo, film, video, digital)

 of sexually explicit conduct

 using minor (under 18) engaging in the conduct
or 

 digital or computer-generated image that  is, or is 
indistinguishable from, a minor

or

 created or modified to appear that identifiable minor is
engaging in act

18 U.S.C. § 2252A CP Prevention Act

“Sexually explicit conduct”

 Sex acts

 Actual or simulated

 sexual intercourse (genital-genital, oral-genital, anal-
genital, or oral-anal, between persons of same or 
opposite sex)

 bestiality
 masturbation
 sadistic or masochistic abuse

or

 “Lascivious exhibition” of genitals or pubic 
area



“Lascivious Exhibition”

 Nudity not required

U.S. v. Knox, 32 F.3d 733 (3rd Cir. 1994)

 Six factors + others appropriate to case

U.S. v. Dost, 636 F. Supp. 828 (S.D. Cal. 1986)

U.S. v. Hill, 459 F.3d 966 (9th Cir. 2006)

“Lascivious Exhibition”

 Test: Six non-exclusive factors:  Dost 

 Focal point -- genitals or pubic area?

 Setting sexually suggestive?

 Child in unnatural pose or inappropriate clothing?

 Child fully or partially clothed, or nude?

 Suggest coyness or willingness to engage in sexual activity?

 Intended to elicit sexual response in viewer?

is it a real child?

 jury question    -- don’t  need expert

U.S. v. Vig, 167 F.3d 443 (8th Cir. 1999)

 Images alone enough

U.S. v. Rodreguez-Pacheco,
475 F.3d 434 (1st Cir. 2007)



Justice Stewart

“I know it when I see it.”

Jacobellis v. Ohio, 378 U.S. 184 (1964)

Child Victim Identification Project

Mission

 Identify unknown child victims featured in 
child pornography images

 Assist in prosecutions of child pornography 
cases

additional evidence on whether real child

Known image data bases

NCMEC identifies images by comparing with known series

 provides name of person (detective) able to testify is real child

 Problems:

 often only one, or few, competent witnesses who can so 
testify 

 those witnesses deluged with subpoenas

 many are outside U.S. and not subject to subpoena



More evidence  . . . .  

 What does suspect call pics?

 title of image
 labels on disk:   "perv" file
 manner in which image advertised
 emails / statements by defendant

 website memberships “Lolitagurls.com”

 volume of images
more pics, more expertise to create, alter lighting, 
background, proportions to maintain consistency

 meta data within image

Magazine images

can prove image is real child by showing
published prior to computer image alteration/creation
technology became commercially available

U.S. v. Guagliardo,
278 F.3d 868 (9th Cir. 2002)

more evidence . . . .

 choice of pictures

is same child clothed?  waste of time to create?

 Evidence of trading

 Expert testimony:

 Medical expert / pediatrician’s opinion
e.g., body fat, proportions, movements of child that age

E.g., U.S. v. Vig, 167 F.3d 443 (8th Cir. 1999)

 Digital Imaging Expert

 Photographic Expert

 Expert re: economics of technology



PC statements in CP cases

Search warrant must establish:

1.  Is image sexually explicit?

2.  Does image depict real child?

Affiant's statement --- image appears to be real child 
is sufficient

E.g., U.S. v. Love, 516 F.3d 580 (7th Cir. 2008)
(estimated age of person depicted)

“Sexually explicit conduct”

 Sex acts  -- no need to describe further 

 Actual or simulated

 sexual intercourse (genital-genital, oral-genital, anal-
genital, or oral-anal, between persons of same or 
opposite sex)

 bestiality
 masturbation
 sadistic or masochistic abuse

or

 “Lascivious exhibition” of genitals or pubic 
area -- must describe

cases on sufficiency of description of "lasciviousness"
in warrant application

United States v. Hill,
459 F.3d 966 (9th Cir. 2006)

United States v. Genin, 
594 F. Supp. 2d 412 (S.D. N.Y. 2009)

Excellent summary of case law

 append pics
 detailed descriptions of activity


